findings

The SEC's Incident
Disclosure Rules:
An In-Depth Guide



findings

In an era characterized by rapid technological advancements and digital
transformation, cybersecurity risks have become a concern for businesses across
all industries.

With the growing frequency and sophistication of cyber threats, it has become
imperative for organizations to implement more potent cybersecurity risk
management strategies and adhere to regulatory guidelines.

The U.S. Securities and Exchange Commission (SEC) recognizes the gravity of this
issue and, to ensure consistent and transparent cybersecurity incident disclosures,
has introduced new rules and amendments for public companies as of July 2023.

In this guide, we will delve into the SEC's recent cybersecurity disclosure rules and
explore how Findings can empower businesses with a program that aligns with best
practices.
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The SEC's Incident Disclosure Rules:
A Brief Overview

On July 26, 2023, the SEC adopted rules to bolster the disclosure of
material cybersecurity incidents and enhance transparency regarding
cybersecurity risk management, strategy, and governance

This move comes in response to the escalating cybersecurity risks faced by
companies, which can have a significant impact on investors and the markets
at large.
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SEC Chair Gary Gensler emphasized the importance of cybersecurity
disclosures saying,

“Currently, many public companies provide cybersecurity disclosure to
investors. | think companies and investors alike, however, would benefit
if this disclosure were made in a more consistent, comparable, and
decision-useful way. Through helping to ensure that companies disclose
material cybersecurity information, today’s rules will benefit investors,
companies, and the markets connecting them.”
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The New SEC Incident
Disclosure Requirements
INn a Nutshell

The newly introduced rules mandate registrants to disclose material cybersecurity
incidents on Form 8-K's new Item 1.05.

Companies are required to describe the nature, scope, timing, and material impact of
incidents. This disclosure must occur within four business days of an incident being

classified as material. In cases where immediate disclosure poses a substantial risk
to national security or public safety, the United States Attorney General can delay the
disclosure.

Furthermore, the rules add Regulation S-K Item 106, which demands that registrants
describe their processes for assessing, identifying, and managing material risks
associated with cybersecurity threats.

This includes divulging the effects of such risks and previous incidents. Registrants
are also expected to outline the board of directors' oversight of cybersecurity threats
and management's role in mitigating these risks. These disclosures will be part of the
annual report on Form 10-K.

The rules extend to foreign private issuers, requiring comparable disclosures on
Form 6-K for material cybersecurity incidents and Form 20-F for cybersecurity risk
management, strategy, and governance.
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Preparing for SEC Incident Disclosure
Requirements with Findings:
Your Vendor Disclosure Program Partner

As risk managers, CISOs, and professionals responsible for cybersecurity, ensuring
compliance with the SEC can be a daunting task. That's where Findings steps in as

your strategic partner. After all, aligning with SEC requirements demands strategic
planning and meticulous execution.

Holistic Vendor
® 7 Profilin
! g

Start by categorizing and identifying all vendors, a cornerstone for effective risk
management. Use inherent risk scores to evaluate cybersecurity incident impact,
distinguishing higher-risk vendors. Those accessing sensitive data pose higher
risks due to potential data leaks.

@ Streamline Due

o—@GO Diligence

Leverage automation to expedite risk assessment, scoring, and remediation for
diverse third-party partners to enhance your due diligence processes.

Continuous
Monitoring

Consider implementing an automation platform, moving beyond static
questionnaires. Utilize Al to discern the efficacy of cybersecurity strategies,
identifying strengths and areas needing improvement.
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° Review Third-Party
Jr Contracts

Contracts play a pivotal role in outlining the expectations, responsibilities, and
safeguards associated with your vendors' cybersecurity practices. Scrutinize
security, risk mitigation, data protection, and incident response language in
existing contracts. Identify gaps, and inconsistencies, and bolster protective
measures.

Aligning with SEC
Framework

With the new SEC framework in mind, assess whether your current contracts
adequately align with the disclosure requirements and cybersecurity standards
mandated by the regulatory body. Evaluate whether your contracts reflect the
materiality of cybersecurity incidents and the steps your vendors need to take
in case of a breach. Collaborate with legal experts to introduce clauses that
clearly define cybersecurity responsibilities, incident reporting timelines, and
remediation actions.
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With the new SEC framework in mind, assess whether your current contracts
adequately align with the disclosure requirements and cybersecurity standards
mandated by the regulatory body. Evaluate whether your contracts reflect the
materiality of cybersecurity incidents and the steps your vendors need to take
in case of a breach. Collaborate with legal experts to introduce clauses that
clearly define cybersecurity responsibilities, incident reporting timelines, and
remediation actions.
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Maintaining
Compliance

Ensure you stay up to date on all government frameworks and regulations. This
proactive stance not only averts legal entanglements but also ensures you're
well-versed in emerging cybersecurity revelations.

By embracing these Vendor Disclosure Program best practices

you fortify your risk management strategy
enhance cybersecurity, and adhere to SEC requirements,

fostering a secure business landscape.
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About Findings

Find Your Trusted Partner with Findings

In the dynamic landscape of cybersecurity threats and regulations, staying ahead
of the curve is paramount. The SEC's recent rules underscore the significance of
transparent and consistent disclosures.

As businesses strive to navigate these rules, Findings emerges as a

trusted partner, offering solutions that not only ensure compliance but also
empower organizations to strengthen their cybersecurity posture, bolster risk
management, and provide stakeholders with the transparency they demand.

Embrace the future of cybersecurity disclosures with Findings, where
compliance meets excellence. Check out some of our other blog posts to stay
up to date on the latest data breaches and compliance regulations.
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