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In November 2022, the Council of the EU formally adopted the Digital
Operational Resilience Act (Regulation (EU) 2022/2554), otherwise known as DORA. 
The regulation went into force on January 16, 2023. 

DORA’s primary aim is to strengthen cybersecurity for financial entities. The 
Regulation acknowledges the potential of ICT incidents to jeopardize a financial 
system and solves an essential financial regulation problem by providing rules for 
how financial institutions manage all components of operational resilience. 

By complying with DORA, financial entities will follow rules for protecting, detecting, 
containing, recovering, and repairing capabilities against ICT-related incidents to 
become more resilient to security risks and threats. 

So, what does that mean for you if your company falls into the category of a 
financial entity in the UK, US and EU?

This e-book will provide you with everything you need to know about DORA and 
what it requires from financial institutions. 

This e-book will provide you with everything you need to know about DORA 
and what it requires from financial institutions. 
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What is DORA, and 
Who Does it Apply to?

The DORA regulation outlines uniform network and information systems 
security requirements for all financial entities and their business processes. 
It is a response to financial institutions' increasing dependence on digital 
systems to complete their operations. This increased dependency is 
increasing the security risks financial entities face. It will continue to face as 
technology advances and becomes ever more central to financial systems and 
processes.
Becoming digitally resilient will ensure that financial entities can protect 
themselves, their data, and their customers from experiencing cyber attacks. 
So, although making changes to meet DORA compliance requirements may 
feel cumbersome, the result should be a more secure organization that will be 
resilient against external threats.
In Article 2, Section 1, the DORA regulation outlines the types of companies 
that qualify as relevant financial entities, including investment firms, banks, 
insurance companies, crypto-asset service providers, crowdfunding service 
providers, credit rating agencies, third-party ICT providers, and more. 
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What Companies Need 
to Do to Prepare for DORA

We are in the two-year implementation phase of DORA. Businesses will need to reach 
full DORA compliance by January 17, 2025. Five key areas need to be addressed for 
financial entities to achieve compliance:

Risk management Third-party risk 
management

ICT incident reporting 
and management

Information 
sharing

Digital operational 
resilience testing

Start taking action now to ensure all of the following are 
completed before the January 17, 2025, deadline.
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ICT Risk Management 

As part of risk management initiatives, financial entities will need to have the 
following things in place by January 17, 2025:

An internal control framework and governance that 
includes a management body to provide approval, 
accountability, and oversight.

A comprehensive ICT risk management framework 
that is integrated into your overall risk management 
system.

Appropriate ICT tools and systems that can consistently 
and reliably identify and mitigate ICT risks

Business continuity 
policies

Disaster recovery plans

Responsibility for ICT risk management assigned to a 
control function with an appropriate level of independence 
(to avoid conflict of interest)

Documentation and assessment of risks associated with 
ICT-supported business assets, roles, and functions.

Back-up procedures
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ICT-Related Incident Management, 
Classification, and Reporting

A significant part of DORA is managing ICT-related incidents. So, financial entities 
will need to do the following to ensure compliance:

Create and implement a process for monitoring, managing, and 
notifying relevant authorities about ICT-related incidents

Report all significant ICT-related incidents to their designated 
authority (the exact format of this has not yet been released)

Immediately notify clients when a major ICT-related incident that 
could have an impact on their financial interests has occurred

Classify incidents and cyber threats based on prescribed criteria 
(this has not yet been created)

Create and implement communication and responsible disclosure 
plans for major ICT-related incidents and vulnerabilities that could 
impact counterparts and clients

Immediately notify potentially affected clients of a significant cyber 
threat and provide possible protective measures.
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Digital Operational 
Resilience Testing

Resilience testing is crucial to DORA, ensuring financial entities have the right 
systems and processes to withstand an external threat. Here’s what your financial 
entity will need to do as part of DORA:

Perform standardized digital operational testing. This includes network 
security and vulnerability assessments, along with software solutions, 
scenario-based, penetration, and performance testing.

Audit your operational resilience frequently, including your ICT 
risk management framework.

Conduct advanced testing if your relevant authority requires it. This may 
include testing with other financial entities or ICT third-party service 
providers.

Put procedures and policies in place to implement corrective 
measures when the tests reveal deficiencies.
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ICT Third-Party 
Risk Management

One of the primary concerns that DORA addresses is the security risks associated 
with third parties. As a result, financial entities will be required to do the following 
when working with third parties as part of DORA compliance:

Only contract with ICT service providers who comply with appropriate 
information security standards and termination clauses

Conduct due diligence on prospective ICT service providers

Implement exit strategies for ICT services that support critical 
functions

Assess and document any potential ICT risks associated with 
their service providers.

Audit existing ICT service providers to ensure they are still 
suitable and compliant with these new regulations



Information Sharing

What Happens 
if You Don’t 
Comply?

One final but essential part of DORA is that it encourages financial entities to 
collaborate with other trusted financial institutions to raise awareness of ICT risks, 
minimize the risk of ICT threats spreading, and enhance financial entities’ overall 
digital operational resilience. 

Successful collaboration will require all relevant stakeholders to make 
arrangements that protect the sensitive information being shared while also 
strengthening the resilience of the overall financial industry.

Preparing for DORA is not a matter of checking 
boxes. Instead, it requires financial entities to 
thoroughly assess, evaluate, and change their 
systems and processes to ensure improved 
security in the future. 
So, not complying with DORA puts your business, 
partners, and clients at risk. Plus, it could result in 
steep fees and potential criminal charges.

Cyber threat 
information

Cybersecurity 
intelligence

Potential ICT risks that 
you have identified
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About Findings

In the dynamic landscape of cybersecurity threats and regulations, staying ahead 
of the curve is paramount. The SEC's recent rules underscore the significance of 
transparent and consistent disclosures.  

As businesses strive to navigate these rules, Findings emerges as a 
trusted partner, offering solutions that not only ensure compliance but also 
empower organizations to strengthen their cybersecurity posture, bolster risk 
management, and provide stakeholders with the transparency they demand.  

Embrace the future of cybersecurity disclosures with Findings, where 
compliance meets excellence. Check out some of our other blog posts to stay 
up to date on the latest data breaches and compliance regulations. 

Find Your Trusted Partner with Findings  

Start the Process Today

The clock is ticking, yet many companies have not started updating their 
systems and processes for DORA because they don’t know where to begin. 
Not to worry. We’re here to help!
We offer services to help businesses comply with regulations, including 
DORA. Get in touch with us today to learn more!

https://findings.co/
https://www.linkedin.com/company/idrra
https://twitter.com/FindingsVRM

